
Second Key Update
Technical Safeguards and Risk Management

November 2025

I 
_J 

International 
Al Safety Report 

\ 

l 

SuperIntelligence – Robotics – Safety & Alignment 2025 2(4) Benchmarks - Safety

1First published: arXiv:2511.19863v1  under CC BY 4.0



﻿

2International AI Safety Report: Second Key Update

Contributors
Chair
Prof. Yoshua Bengio, Université de Montréal / 
LawZero / Mila - Quebec AI Institute 

Expert Advisory Panel
The Expert Advisory Panel is an international 
advisory body that advises the Chair on the 
content of the Report. The Expert Advisory Panel 
provided technical feedback only. The Report – 
and its Expert Advisory Panel – does not endorse 
any particular policy or regulatory approach.

The Panel comprises representatives from 
30 countries, the United Nations (UN), the 
European Union (EU), and the Organisation 
for Economic Co-operation and Development 
(OECD). Please find here the membership of the 
Expert Advisory Panel to the 2026 International 
AI Safety Report.

Lead Writers
Stephen Clare, Independent 

Carina Prunkl, Inria 

Writing Group
Maksym Andriushchenko, ELLIS Institute Tübingen

Ben Bucknall, University of Oxford

Philip Fox, KIRA Center

Nestor Maslej, Stanford University

Conor McGlynn, Harvard University 

Malcolm Murray, SaferAI

Shalaleh Rismani, Mila - Quebec AI Institute

Stephen Casper, Massachusetts 
Institute of Technology

Jessica Newman, University of California, 
Berkeley 

Daniel Privitera (Interim Lead 2026), KIRA Center

Sören Mindermann (Interim Lead 2026), 
Independent

Senior Advisers
Daron Acemoglu, Massachusetts 
Institute of Technology

Thomas G. Dietterich, Oregon State University

Fredrik Heintz, Linköping University

Geoffrey Hinton, University of Toronto

Nick Jennings, Loughborough University

Susan Leavy, University College Dublin

Teresa Ludermir, Federal 
University of Pernambuco

Vidushi Marda, AI Collaborative

Helen Margetts, University of Oxford

John McDermid, University of York

Jane Munga, Carnegie Endowment for 
International Peace

Arvind Narayanan, Princeton University

Alondra Nelson, Institute for Advanced Study

Clara Neppel, IEEE

Sarvapali D. (Gopal) Ramchurn, 
Responsible AI UK

Stuart Russell, University of California, Berkeley

Marietje Schaake, Stanford University

Bernhard Schölkopf, ELLIS Institute Tübingen

Alvaro Soto, Pontificia Universidad 
Católica de Chile 

Lee Tiedrich, University of Maryland / Duke

Gaël Varoquaux, Inria

Andrew Yao, Tsinghua University

Ya-Qin Zhang, Tsinghua University

Secretariat
UK AI Security Institute: Arianna Dini, Freya Hempleman, Samuel Kenny, Patrick King, 
Hannah Merchant, Jamie-Day Rawal, Jai Sood, Rose Woolhouse

Mila - Quebec AI Institute: Jonathan Barry, Marc-Antoine Guérard, Claire Latendresse, 
Cassidy MacNeil, Benjamin Prud’homme 

SuperIntelligence – Robotics – Safety & Alignment 2025 2(4) Benchmarks - Safety

2

https://internationalaisafetyreport.org/expert-advisory-panel


﻿

3International AI Safety Report: Second Key Update

© Crown owned 2025

This publication is licensed under the terms 
of the Open Government Licence v3.0 except 
where otherwise stated. To view this licence, 
visit https://www.nationalarchives.gov.uk/doc/
open-government-licence/version/3/ or write 
to the Information Policy Team, The National 
Archives, Kew, London TW9 4DU, or email: 
psi@nationalarchives.gsi.gov.uk.

Any enquiries regarding this publication 
should be sent to: 
secretariat.AIStateofScience@dsit.gov.uk.

Disclaimer

This Update is a synthesis of the existing research 
on technical and non-technical risk management 
practices. The Update does not necessarily 
represent the views of the Chair, any particular 
individual in the writing or advisory groups, nor 
any of the governments that have supported 
its development. The Chair of the Report has 
ultimate responsibility for it and has overseen 
its development from beginning to end.

Research series number: DSIT 2025/042

Acknowledgements
The Secretariat and writing team appreciated the support, comments and feedback from 
Markus Anderljung, Tobin South, and Leo Schwinn, as well as the assistance with quality control 
and formatting of citations by José Luis León Medina and copyediting by Amber Ace.

SuperIntelligence – Robotics – Safety & Alignment 2025 2(4) Benchmarks - Safety

3

https://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
https://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
mailto:psi%40nationalarchives.gsi.gov.uk?subject=Contact%20via%20DSIT%20Second%20Key%20Update%20report%202025
mailto:secretariat.AIStateofScience%40dsit.gov.uk?subject=Contact%20via%20DSIT%20Second%20Key%20Update%20report%202025


Foreword

4International AI Safety Report: Second Key Update

Foreword
This is the Second Key Update to the 2025 International AI Safety Report. The First Key 
Update (1) discussed developments in the capabilities of general-purpose AI models 
and systems and associated risks. This Key Update covers how various actors, including 
researchers, companies, and governments, are approaching risk management and 
technical mitigations for AI.

The past year has seen important developments in AI risk management, including better 
techniques for training safer models and monitoring their outputs. While this represents 
tangible progress, significant gaps remain. It is often uncertain how effective current 
measures are at preventing harms, and effectiveness varies across time and applications. 
There are many opportunities to further strengthen existing safeguard techniques and 
to develop new ones.

This Key Update provides a concise overview of critical developments in risk 
management practices and technical risk mitigation since the publication of the 2025 
AI Safety Report in January. It highlights where progress is being made and where gaps 
remain. Above all, it aims to support policymakers, researchers, and the public in 
navigating a rapidly changing environment, helping them to make informed and 
timely decisions about the governance of general-purpose AI.

 
Professor Yoshua Bengio 
Université de Montréal / LawZero /  
Mila – Quebec AI Institute & Chair
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Highlights

Highlights

	— Developers are adopting a strategy known as defence-in-depth to limit the impact 
of individual safeguard failures. Combining safeguards across training, deployment, 
and post-deployment monitoring stages strengthens overall protection against misuse 
and malfunction.

	— Methods for training models to resist malicious attacks continued to improve in 2025, 
with prompt-injection attack success rates declining over time. However, tests show 
that sophisticated attackers can still bypass safeguards around half of the time when 
given 10 attempts.

	— Open-weight models lag less than a year behind leading closed-weight models, shifting 
the risk landscape. Greater openness can support transparency and innovation, but also 
makes it harder to control how models are modified and used. 

	— As few as 250 malicious documents inserted into training data can allow attackers 
to trigger undesired model behaviours with specific prompts. Some research 
shows that such data poisoning attacks require relatively few resources to carry 
out, regardless of model size.

	— Researchers have developed new tools to mark, identify, and track AI-generated 
content, though implementation remains inconsistent. When properly used and 
consistently applied, techniques such as watermarking, content detection, and model 
identification can help researchers study the spread of AI models and systems, trace 
their outputs, and verify human-created content.

	— The number of AI companies with Frontier AI Safety Frameworks more than doubled 
in 2025: at least 12 companies now have such frameworks. These frameworks describe 
tests and risk mitigation measures that AI developers intend to implement as their 
models become more capable. 
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Introduction 

†	 Anthropic, OpenAI, and Google DeepMind.

‡	 Sometimes also called ‘Frontier AI Frameworks’ or ‘Safety and Security Frameworks’.

This second Update to the 2025 International 
AI Safety Report assesses new developments 
in general-purpose AI risk management over 
the past year. It follows the First Key Update, 
which examined new evidence on AI capabilities 
and risks. The First Key Update highlighted AI 
progress on mathematical reasoning, coding, 
and autonomous operation, and discussed 
emerging biological risks, cyber offence risks, 
and challenges in overseeing increasingly 
advanced models (1). This Update examines 
how researchers, public institutions, and AI 
developers are approaching risk management 
for general-purpose AI, including policies and 
techniques to make general-purpose AI more 
reliable and resistant to misuse.

This work has taken on new significance as 
recent capability advances have prompted more 
robust risk management. For example, in recent 
months, three leading AI developers† applied 
enhanced safeguards to their new models, as 
their internal pre-deployment testing could not 
rule out the possibility that these models could 
be misused to help create biological weapons (1). 
As a precautionary measure, these developers 
reported adopting stronger protections, including 
enhanced security measures, deployment 
controls, and real-time monitoring (2*, 3*, 4*).

Beyond these specific precautionary 
measures, during the past year there have 
been a range of other advances in techniques 
for making AI models and systems more 
reliable and resistant to misuse. These include 
new approaches in adversarial training, data 
curation, and monitoring systems. In parallel, 
institutional frameworks that operationalise 
and formalise these technical capabilities are 
starting to emerge: the number of companies 
publishing Frontier AI Safety Frameworks‡ more 
than doubled in 2025, and governments and 
international organisations have established 
a small number of governance frameworks 
for general-purpose AI, focusing largely on 
transparency and risk assessment.

This Update examines these developments 
in two parts. Section 2 reviews technical 
methods for improving robustness and reliability 
throughout the AI lifecycle, from model training 
to post-deployment monitoring. Section 3 
examines how institutional frameworks are 
beginning to turn these technical approaches 
into formal guidelines, including through 
transparency requirements, evaluation standards, 
and risk management procedures. Throughout, 
the Update documents what has changed 
since the 2025 International AI Safety Report 
was published and identifies key uncertainties 
about current approaches.
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Technical methods for improving reliability and preventing misuse

Technical methods for 
improving reliability and 
preventing misuse

Key information
	— Researchers have refined training methods that make models more reliable and 

resistant to misuse. Improved techniques correct biased human feedback and provide 
evaluators with tools to detect errors. Their effectiveness varies across deployment 
settings and use-cases. The broader attack-defence landscape remains dynamic, 
as sophisticated adversaries continue to find ways to bypass defences.

	— Developers and deployers can identify and prevent some undesired behaviours 
by monitoring the behaviour of AI models and systems, but these methods have 
substantial limitations. Monitoring can be applied to hardware, input prompts, 
internal computations, and model outputs.

	— New provenance and watermarking tools can help trace AI-generated content. 
Yet these signals can still be removed, forged, or degraded through relatively simple 
post-processing or manipulation.

	— Since individual techniques have limitations, AI developers implement multiple 
safeguards, a strategy known as defence-in-depth. Layering safeguards means 
that harmful events can be prevented even if one layer fails.

Technical safeguards constitute one strand 
of general-purpose AI risk management. 
These mechanisms typically support two related 
goals: preventing misuse (for example by training 
models to refuse dangerous requests), and 
preventing malfunctions (for example by detecting 
when models produce factually incorrect outputs) 
or limiting the potential damage they cause.

2025 has seen continued research into 
techniques to train models to refuse harmful 
requests, prevent dangerous capabilities from 
emerging, and maintain human control over 
increasingly autonomous systems. However, 

important evidence gaps regarding their real-
world effectiveness remain (5, 6). These gaps 
result in part from the rapid pace of model 
development and deployment, which makes 
it difficult to evaluate safeguards under realistic 
conditions and collect systematic data on their 
effectiveness. Safeguards are developed amid 
continual changes in how AI models and systems 
are built, what is known about how they work, 
and how attackers or malicious users seek to 
misuse them. This shifting threat landscape 
suggests a need for continual developing, 
testing, and refining of safeguards.

SuperIntelligence – Robotics – Safety & Alignment 2025 2(4) Benchmarks - Safety
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This section examines developments for 
technical safeguards across three stages 
of the AI development lifecycle:

	— Model training: Methods that are 
applied during training and design, 
such as giving models specific kinds 
of feedback (7) or stopping them from 
generating harmful responses (8).

	— Product deployment: Methods that are 
applied when one or more AI models are 
integrated into products, such as tools that 
detect harmful outputs (9*) or attempts 
to circumvent safeguards (10).

	— Post-deployment monitoring: Tools used to 
monitor how AI systems are being used after 
deployment, such as watermarking to trace 
AI-generated content.

These methods can be made more robust 
by implementing multiple safeguards in layers, 
a principle known as defence-in-depth (Figure 1). 
Using multiple safeguards in sequence helps 
reduce the chance of harm: if one safeguard 
fails the others may still succeed. Figure 1 shows 
how this approach can span the AI lifecycle:

	— The first layer of defence might 
involve training interventions, such 
as reinforcement learning from human 
feedback (discussed below) or other 
safe-by-design methods, to limit undesired 
behaviours early in development. 

	— The second layer adds deployment 
interventions, such as classifiers or 
guardrails that make it harder for users 
to generate potentially harmful outputs.

	— After deployment, a third layer of 
post-deployment monitoring tools, such 
as watermarking and content-provenance 
systems, can help detect misuse. 

	— The final layer (mentioned here for 
comprehensiveness) extends beyond 
technical measures to include societal 
resilience measures: the ability of societal 
systems to resist, recover from, or adapt 
to harms. This Update does not discuss 
resilience measures, though they will 
be addressed in the forthcoming 2026 
International AI Safety Report.

Figure 1: A ‘Swiss cheese diagram’ illustrating the defence-in-depth approach: multiple layers 
of defences can compensate for flaws in individual layers. Current risk management techniques 
for AI are all flawed, but layering them can offer much stronger protection against risks. 
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Technical methods for improving reliability and preventing misuse

Training safeguards: limiting 
undesired behaviours

Training techniques can sometimes 
prevent models from developing 
harmful capabilities

One approach to making AI models and systems 
more resistant to misuse is to prevent them from 
developing undesired capabilities in the first 
place by removing harmful knowledge from the 
pre-training data (11, 12*, 13). These techniques 
show promise, though emerging evidence 
suggests that they may be more effective at 
preventing complex harmful behaviours, such 
as assisting in weapon development (13), than 
at eliminating simpler undesired capabilities, like 
generating offensive text (14). It is also difficult 
to ensure that all instances of harmful training 
material have been removed from training data, 
given the large size of the datasets developers 
use to train leading models (15). While broad 
links between dataset size/diversity and overall 
model performance are well established, 
there remains uncertainty on how specific 
data characteristics and training dynamics 
influence the emergence of new capabilities 
and behaviours in large models (16). Moreover, 
there is a trade-off between safety and 
usefulness, and efforts to limit the development 
of certain capabilities can hinder commercial 
objectives (17, 18). For example, AI systems with 
strong coding capabilities are highly valuable 
for legitimate use cases but could also be 
misused for offensive cyber operations.

Ensuring AI models are reliable and 
resistant to misuse remains difficult

While preventing harmful capabilities from arising 
at all is one approach, developers also train 
models to resist misuse even when they possess 
potentially dangerous knowledge. Relevant 
approaches here include training models 
to refuse harmful requests, provide truthful 
information, and decline tasks beyond their 
capabilities. Research has continued to advance 
these goals. However, it remains difficult to 
specify desired behaviours precisely enough for 
models to reliably exhibit them across the wide 
range of real-world uses. When they fail, models 

may produce harmful content, follow dangerous 
instructions, or behave unpredictably.

One common approach for training AI models 
to exhibit desirable behaviour is called 
reinforcement learning from human feedback 
(RLHF) (19*). It involves human evaluators 
rating model outputs and training the model 
to learn from these ratings. The technique is 
well-established, but it suffers from the fact 
that human feedback can be inconsistent, 
systematically flawed, or incomplete (20, 21). 
In 2025, RLHF methods have continued to 
evolve, as researchers have refined how human 
feedback is collected, interpreted, and applied. 
Recent work has explored ways to detect and 
correct misleading patterns in human feedback 
that might reduce training effectiveness (22). 
Other research has focused on improving 
the quality of the feedback itself by giving 
evaluators – or AI models themselves – tools to 
better detect and correct errors in a model’s 
responses (23*, 24). In parallel, open source 
initiatives are releasing datasets, code, and 
training recipes for new improvements in RLHF, 
expanding transparency, reproducibility, and 
shared experimentation across the research 
community (25*, 26).

Sophisticated attackers routinely find 
ways to elicit harmful behaviours from 
AI models

As the capabilities of general-purpose AI models 
advance, the potential for misuse also grows. An 
important approach for mitigating misuse risk 
is adversarial training (27), in which developers 
create ‘attacks’ that attempt to elicit harmful 
behaviours and then train the model to resist 
them by refusing inappropriate requests.

In 2025, researchers have improved adversarial 
training, including by developing new methods 
to scale the technique more effectively (28, 29*, 
30*, 31, 32) and algorithms that make models 
more robust to attacks (8, 33, 34, 35, 36). Yet 
adversarial training remains imperfect: attackers 
routinely devise new attacks that succeed in 
eliciting harmful behaviour from new models 
(37, 38*, 39*, 40). For example, one recent 
study crowd-sourced ‘prompt injection’ attacks, 
which involve giving an AI model specific inputs 
designed to circumvent safeguards. The study 
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found over 60,000 successful attacks (39*). 
The success rate of prompt injection attacks, 
as reported by AI developers, has been falling 
slightly over time, but when given ten tries, 
attackers can still successfully execute such 
attacks about half the time (Figure 2).

Some evidence suggests that the cost of 
circumventing safeguards is decreasing relative 
to the cost of developing and maintaining 
them. For example, recent research shows that 
as few as 250 malicious documents inserted 
into a model’s training data can cause it to 
produce undesired outputs when given specific 
prompts (42). This suggests that launching such 
‘data-poisoning’ attacks could require far fewer 
resources than building or maintaining robust 
defences. Other studies have investigated model 
fine-tuning, which involves training models with 

additional data to adapt them to specific tasks. 
These studies find that fine-tuning models for 
one harmful purpose can cause them to behave 
harmfully in other, unrelated contexts (43*). For 
example, models fine-tuned to write insecure 
code subsequently gave malicious advice when 
responding to prompts about entirely different 
topics (44).  An emerging challenge is that as 
AI models and systems become more generally 
capable and able to act more autonomously (1), 
they can be deployed in more diverse 
environments. This creates new opportunities 
for attackers if safeguards developed in training 
contexts do not generalise to these varied real-
world settings (45, 46, 47, 48, 49, 50, 51).

Figure 2: Prompt injection attack success rates, as reported by AI developers for major models 
released between April 2024 and July 2025. Each point represents the proportion of successful attacks 
within ten attempts against a given model shortly after release. The reported success rate of such 
attacks has been falling over time, but remains relatively high. Source: Zou et al. 2025 (39*), cited in 
Anthropic 2025 (41*).
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Technical methods for improving reliability and preventing misuse

Open-weight models are rapidly 
advancing, but risk mitigation 
techniques remain immature

Significant developments have occurred in 
the open-weight model ecosystem since the 
publication of the last Report. ‘Open-weight’ 
means that a model’s weights – the parameters 
that determine how the model generates 
outputs – are freely available for download. 
Open-weight models’ capabilities now lag 
behind those of leading closed-weight models 
by less than one year, a gap that has shortened 
over time (52, 53). Across language (54*, 55*, 
56*, 57*, 58*, 59), image generation (60*, 61*), 
and video generation (62*, 63*), open-weight 
models offer significant benefits for research in 
capabilities and security, access, transparency, 
and reproducibility (64, 65, 66*, 67, 68, 69, 70). 
Importantly, open- and closed-weight ecosystems 
influence each other. Techniques and risk 
mitigation practices developed in open-weight 
models are frequently adopted by proprietary 
developers, while improvements in closed 
systems often inform open source research. 

However, the availability of open-weight 
models also affects the risk landscape (65, 
67, 70, 71, 72). Because they can be freely 
downloaded, open-weight models can be used 
and modified without oversight and control by 
the initial developer (73). For example, modified 
open-weight image-generation models have 
become the most common tools used for 
creating AI-generated child sexual abuse material 
(74, 75, 76). Analyses of open-weight ecosystems 
show that numerous open-weight models 
have been fine-tuned to specifically perform 
harmful tasks or disable safeguards, highlighting 
ongoing challenges in monitoring and mitigating 
downstream misuse (77). 

Research is ongoing into techniques to make 
open-weight models more resistant to misuse 
and fine-tuning for harmful purposes (66*, 69, 
78, 79). For example, researchers and providers 
have been exploring ‘unlearning’ techniques, 
which aim to make models resistant to harmful 
modification (8, 35, 80, 81*, 82, 83, 84). However, 
recent research shows that these techniques 
can be reversed by fine-tuning the model on 
fewer than 100 examples (73, 85*, 86, 87, 88*, 
89). Complementary research explores ways 

of directly modifying how models process 
and represent concepts to suppress harmful 
knowledge (90, 91). This could include, for 
example, removing concepts such as ‘violence’ 
or ‘abuse’ from a model’s internal representation 
(90). While this can help resist some forms 
of misuse, these modifications can often 
be reversed by actors with the technical skill 
to fine-tune models. Other recent evidence 
suggests that filtering harmful topics from 
pre-training data can more robustly prevent 
misuse of open-weight models (13). Overall, 
though, technical risk mitigation techniques 
for open-weight models remain immature (77).

Deployment safeguards: 
monitoring and preventing 
potentially harmful 
behaviours
While developers apply training-based 
methods during model development, they apply 
deployment-based safeguards when the model 
is evaluated, integrated, or used within broader 
systems or products. These include classifiers, 
filters, or monitors. 

Monitoring and intervention tools can 
detect and prevent many potentially 
harmful behaviours

A key intervention is to monitor AI systems for 
signs of risky behaviour and intervene before 
they cause harm. Actors developing or deploying 
AI systems can implement system monitoring 
at multiple points (Figure 3), including:

	— Hardware and system-level compute: 
Monitor computational resources used to 
train or run AI models and systems, including 
hardware configurations and operational 
environments, to verify that they are 
developed and deployed under appropriate 
conditions (92, 93).

	— Inputs: detect or flag suspicious or 
potentially-harmful requests (9*, 94, 95, 96*).

	— Internal computations: observe the AI 
model’s internal activities to identify early 
signs of unsafe behaviour (97, 98).
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	— Chain of thought monitors: review the 
intermediate reasoning steps that some AI 
systems generate before producing a final 
answer (99*, 100*). 

	— Outputs: identify potentially harmful 
AI-generated content (96*, 101).

Monitoring and intervention techniques can 
prevent many potential harms (9*, 102, 103). 
However, recent research has also highlighted 
new challenges and limitations. For example, 
monitoring a model’s chain of thought can help 
developers and researchers understand why 
it generated a potentially harmful response; 
but giving the model feedback based on 
information in its chain of thought, may lead it 
to conceal suspicious reasoning steps while still 
generating undesired outputs (98, 100*, 104). 
Other research has shown that even multiple 
layers of safeguards can be vulnerable to 

sophisticated attacks that are specifically 
designed to break each layer (96*). 

Another emerging challenge is that of overseeing 
more autonomous AI systems that can initiate 
or execute actions on behalf of users. As such 
systems become more capable and operate 
in more diverse environments, oversight can 
become more challenging due to the speed 
with which they can act and the complexity 
of the environment. Some developers are now 
implementing human-in-the-loop controls that 
require users to explicitly confirm an agent’s 
plans before it takes action (105*, 106, 107*).

Developers can also act after identifying 
potentially risky behaviours. For example, they 
can log information, filter or modify harmful 
content, flag abnormal activity, and trigger 
failsafes or human overrides (108). Some AI 
developers have adopted a range of monitoring 

Figure 3: Monitoring, intervention, and control techniques can be applied to general-purpose AI system 
inputs, outputs, and models themselves to help researchers and deployers oversee system behaviour 
and establish guardrails. Source: Bengio et al., 2025 (70).
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processes to detect and respond to such 
events (109, 110*, 111*). Monitoring the use 
of AI systems can also help developers meet 
transparency goals. Logging and incident 
reporting creates data about the frequency and 
characteristics of AI incidents, which can inform 
other risk management processes (112). 

Post-deployment monitoring 
tools: model, system, data, 
and output provenance
Beyond monitoring individual systems during 
deployment, post-deployment monitoring tools 
trace how AI models, agents, and their outputs 
circulate and are used in the real world. This 
helps people track the origin of AI models, 
systems, and AI-generated content (provenance); 
investigate incidents when harms occur; and 
implement accountability mechanisms.

New techniques to track the use 
and origin of AI models and systems

AI model identification techniques help trace 
where and how specific AI models and systems 
are used. When harms occur, knowing which 
model was involved can inform how actors should 
respond. This can be particularly important for 
open-weight models, as they are distributed in 
a variety of ways – from mainstream hosting 
platforms such as Hugging Face to less regulated 
channels such as Dark-Web forums.

One tracking approach is to give AI models 
or systems unique identifying characteristics 
(113, 114, 115, 116, 117*). As a simple example, 
models can be trained to always respond with 
their name and version when asked, “Who 
are you?”. But other, more subtle identifying 
techniques can also be applied. For open-weight 
models, for example, developers can embed 
unique watermark patterns in the model weights 
themselves (114, 118, 119, 120, 121*, 122). 
Researchers are also developing new methods 
to infer the provenance of open-weight models 
that lack watermarks – for example, determining 
whether one model was created by fine-tuning 
another (123, 124, 125).

While model-tracking techniques help 
establish accountability and monitor 

misuse, they also raise potential privacy 
concerns. Overly broad monitoring could 
enable surveillance of legitimate research 
or user activity, creating tensions between 
accountability goals and individual or 
institutional autonomy (126, 127).

Improvements in AI content 
detection techniques

Watermarks, metadata, and other AI content 
detectors help researchers track the spread 
of AI-generated content, study its impacts, 
and identify sources when harms occur. 

Work on these techniques has advanced in 
three main areas since the publication of the last 
Report. First, there have been improvements in 
both cryptographic provenance methods, which 
use digital signatures, hashes, or encryption 
to verify authorship, and digital ‘watermarking’ 
methods that add subtle, distinctive patterns 
to AI-generated content with information about 
its origin (see Figure 4) (128, 129*, 130). These 
watermarks include distinctive word choices 
for text outputs (131, 132), subtle patterns in 
pixels for AI-generated images and videos 
(133), and patterns embedded in audio waves 
for audio outputs (134). Recent studies have 
strengthened the reliability of these approaches. 
For example, one study combines cryptographic 
fingerprinting with semantic-aware encoding 
to make image provenance verifiable even after 
compression or some forms of editing (135). 
In another study, researchers improved text 
watermarking by embedding statistical signals 
across multiple vocabulary channels while 
preserving fluency (136). 

Second, standardised file formats for AI-
generated content that include information about 
how it was generated have improved (137). 

Finally, researchers have continued to 
develop AI content detectors—systems trained 
specifically to distinguish AI-generated from 
human-created content based on statistical 
patterns (138, 139, 140, 141*).

Each of these techniques has useful applications 
but remains vulnerable to deliberate tampering. 
Recent studies demonstrate that watermarking 
and provenance signals can be removed, 
forged, or degraded through relatively simple 
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post-processing or adversarial manipulation, 
indicating that defensive methods currently 
lag behind adaptive attacks (143*, 144, 145). 

Identity and accountability 
mechanisms are emerging 
for AI agents

As AI models and systems increasingly act 
autonomously online – they can now make 
purchases, send emails, and execute code – 
establishing clear accountability is becoming 
more important. If an AI agent causes harm or 
violates policies, investigators need to determine 
which system was responsible and under whose 
authority it was acting.

Recent work has begun developing technical 
frameworks to address these challenges. 

Proposed approaches include giving AI 
agents secure digital identities that can be 
verified and audited (146), creating unique 
identifiers for specific AI system instances 
(for example, distinguishing between different 
conversations with the same model) (147), 
and developing systems that allow users to 
set explicit permissions for what AI agents 
can do on their behalf while maintaining 
auditable logs of agent activities (148). However, 
these frameworks remain in early stages 
of development, and it is too early to assess 
whether they will prove effective or practical 
at scale. Real-world deployment will need to 
address challenges such as implementation 
costs, integration with existing systems, and 
resistance to tampering or circumvention.

Figure 4: Watermarking is one of several key techniques for studying the downstream uses 
and impacts of AI-generated content. Source: William Warby 2024 (142). 

Text watermarks

Normal text
Some parrots can mimic human 
speech so well that they not only 
copy words but also learn to use 

them in context, showing 
surprising intelligence and 

remarkable social awareness.

Watermarked text
Some parrots can imitate human 
speech so well that they don’t just 
copy words but also learn to use 

them in context, showing amazing 
intelligence and impressive

social awareness.

Image watermarks + =

Audio watermarks + =

Original image Watermarked imageWatermark

Original audio Watermark Watermarked audio
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Institutional approaches to risk management

Institutional approaches 
to risk management

Key information
	— Since January 2025, some governments and international organisations have 

begun establishing frameworks for general-purpose AI that emphasise transparency 
and oversight. Examples include the EU General-purpose AI Code of Practice, 
China's AI Safety Governance Framework 2.0, and the G7/OECD Hiroshima AI Process 
Reporting Framework. These approaches have a prominent focus on transparency 
requirements, model evaluations, and incident reporting.

	— 12 AI companies now reportedly have Frontier AI Safety Frameworks – this number 
has more than doubled since early 2025. These frameworks describe the measures 
companies will take as they develop more capable AI models, including potentially 
heightened protections such as access restrictions or deployment delays. 

	— Evidence-based assurance methods are beginning to complement traditional risk 
management. Developers are experimenting with safety cases, incident analyses, 
and performance logs to document and justify AI risk identification and mitigation 
practices, marking a shift toward more structured and transparent assurance.

Several of the mechanisms discussed above 
are now being integrated into institutional 
frameworks. Governments, international 
organisations, and developers are beginning 
to embed technical risk identification and 
mitigation measures, such as model evaluations, 
provenance tracking, and red-teaming, within 
broader oversight structures. These efforts 
notably include transparency and reporting 
requirements, but also formal risk-management 
procedures, and internal assurance mechanisms 
to ensure consistent application and 
documentation. 

This section’s discussion of risk management 
approaches is descriptive: it aims to inform 
actors in the AI ecosystem about current global 
approaches to AI risk management. Where 
available, evidence on the effectiveness and 
limitations of these approaches is discussed, 

but policy recommendations are outside the 
scope of this work.

Early governance approaches 
supplement technical risk mitigation 
practices

As technical risk management techniques evolve, 
governments, companies, and international 
organisations have begun translating them into 
governance requirements and oversight practices 
that specifically address general-purpose AI. 
Since the publication of the last Report (January 
2025), several institutions have introduced or 
updated frameworks that formalise expectations 
around topics such as transparency, model 
evaluations, and incident reporting. Examples 
include the EU General-purpose AI Code of 
Practice (149), China’s AI Safety Governance 
Framework 2.0 (150), and the G7/OECD Hiroshima 
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AI Process Reporting Framework (151, 152, 
153, 154). Similar initiatives are emerging beyond 
Europe and North America. For example, The 
ASEAN Expanded Guide on AI Governance and 
Ethics (Generative AI) (155) and South Korea’s 
Basic Act on AI (156, 157)  both introduce 
disclosure, labelling and pre-deployment 
evaluation requirements for AI models. 

These frameworks represent early efforts 
to formalise technical safeguards – such as 
model evaluations, red-teaming, and content 
provenance – into oversight requirements. 
However, most were introduced in 2025, 
making it too early to assess whether they will 
be effectively implemented or achieve their 
intended safety outcomes.

At least 12 AI companies have adopted 
Frontier AI Safety Frameworks

Alongside emerging auditing and evaluation 
practices, the development of safety 
frameworks for the most advanced AI systems 
has accelerated significantly. At least 12 AI 
companies† have now published or announced 
‘Frontier AI Safety Frameworks’ – policies 
describing how they plan to test, monitor, and 
control their most capable general-purpose 
models before deployment. Over half of 
these were announced in 2025 (158). 

Frontier AI Safety Frameworks aim to function 
as risk management tools for specified risks 
(159). Currently they focus mainly on chemical, 
biological, radiological, and nuclear risks, cyber 
capabilities, and autonomous behaviour from AI 
models (159), though some developers consider 
additional risks as well (160). While they vary 
in scope and detail (160, 161), frameworks 
commonly include elements such as:

	— Model evaluations: Comprehensive 
evaluations designed to elicit full model 
capabilities and identify potential harms, 
ensuring risks are not underestimated. 

	— Capability thresholds: Predefined 
levels of dangerous capabilities that, 
if crossed, trigger heightened protections 
or restrictions.

†	 The following companies have published such frameworks: Anthropic; OpenAI; Google DeepMind; Magic; Naver; Meta; 
G42; Cohere; Microsoft; Amazon; xAI; Nvidia.

	— Security measures: Safeguards to 
prevent unauthorised access to model 
weights and other sensitive assets that 
could enable misuse or replication 
of dangerous capabilities.

	— Mitigations: Options for responses 
to risk assessments, ranging from 
access restrictions to development 
or deployment pauses (161).

Many of the measures specified in Frontier 
AI Safety Frameworks are voluntary. This may 
increase adaptability, but also be a limitation. 
For example, one study found that AI companies 
have inconsistently fulfilled previous voluntary 
commitments, demonstrating the highest 
commitment to content provenance measures 
such as watermarking and the lowest commitment 
to model weight security efforts (162).

Another current limitation is the lack of 
clear methods for defining acceptable risk 
levels, linking capabilities to those levels, 
and determining appropriate mitigations. In 
many cases, frameworks do not explicitly link 
capabilities to their potential real-world impact. 
As a result, risk thresholds are often implicit: they 
are reflected in their chosen responses, such 
as restricting access, enhancing monitoring, 
or delaying deployment, rather than based 
on measurable evidence of harm (163, 164). 
Frameworks vary, reflecting the early stage of 
the field. This diversity poses coordination and 
standardisation challenges, but may also reveal 
which approaches prove most effective over time.

Evidence-based assurance methods 
are beginning to complement 
traditional risk management

Developers are beginning to adopt assurance 
tools to substantiate claims about the reliability, 
robustness, and governance of their general-
purpose AI products. One emerging approach 
is the use of safety cases, adapted from other 
safety-critical fields such as aviation and 
nuclear engineering (103, 165, 166, 167, 168, 
169, 170, 171). These are structured arguments 
that make claims about acceptable model or 
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system behaviour and provide evidence that 
the model or system will behave within these 
bounds. Though their current adoption is limited 
and their suitability for general-purpose AI 
systems remains contested, several leading AI 
developers now reference safety cases in their 
risk management frameworks. For example, 
developers use safety cases or equivalent 
analysis to justify mitigations to implement when 
models reach specific capability thresholds 
(41*, 172*, 173*).

Industry adoption of safety cases is inconsistent. 
An OECD analysis of 20 organisations 
participating in the Hiroshima AI Process 
Reporting Framework found that most combine 
quantitative metrics with expert qualitative 
judgment across the AI lifecycle, but few disclose 
full methodologies or systematically validate 
whether documented controls correspond to 
real-world outcomes (174). Other studies have 
similarly found that even leading firms with 
formal safety frameworks often lack systems 
for connecting actual incidents to their safety 
documentation (163), and that evaluation reports 
omit details, making them hard to interpret (175).

Conclusion
The technical safeguards that developers can 
implement throughout the AI lifecycle can reduce 
specific vulnerabilities, but they have significant 
limitations. Current risk mitigation methods can 
be circumvented by sophisticated actors, vary 
in effectiveness across different deployment 
contexts, and are often applied inconsistently. 
While the number of companies with Frontier AI 
Safety Frameworks has more than doubled, and 
new technical methods have been developed, 
the overall effectiveness of these measures in 
protecting against mounting potential harms 
remains uncertain, and significant disagreement 
exists about whether current approaches are 
appropriate or sufficient. This uncertainty reflects 
the limited availability of shared metrics and 
evaluation methods to assess the maturity and 
real-world performance of safeguards over time. 
Developing such approaches will be essential 
to track progress and ensure that technical and 
non-technical risk mitigation measures keep 
pace with advancing capabilities.
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